Towards Automatic Linkage of Analyst’s

NC STATE U NIVER S 1Y Claims with Associated Evidence from Screenshots

Paul Jones, Dakota Medd, Sreekanth Ramakrishnan, Rajat Shah,
Joann Keyton, Nagiza F. Samatova, CSC & CHASS, NC State University

Motivation Evaluation Results 4\

e Volume and variety of data is continuing to outpace automated methods that help people to analyze it.

Laboratory for
Analytic Sciences

LAS DO6 Symposium - December 5th, 2016

Reflect. Observe. Imagine.

Metric Stateless Stateful
o As a result, knowledge workers falling victim to cognitive biases, particularly confirmation bias. * Extracted putative claim and evidence sentences TextEdit sentences extracted (‘claims’) 109,465 1,450
] . ] ] ] o ] Safari sentences extracted (‘evidence’) 89,669 100,124
e Need to build computer systems to understand the sensemaking process of analysts and pro-actively help them and matched using 5 different sentence similarity Claim-evidence matches (0.3 threshold)
. . « . . . .- . ...from Difflib char sequence similarity 19,558 110,457
achieve their goals. This is the purpose of instrumentation but app-specific code is needed to extract content from approaches. - - from BLEU similarity 45001 297,931
. . . . . . . — ...from Jaccard (word) similarity 212 275
applications, which becomes complex and brittle; screenshot analysis provides an alternative approach. -from TF/IDF and cosine similarity -5
o . . . . . . o ....:rom WordNet similarity - ;
e [nitial research question: can we automatically associate claims with evidence used to support them? e For the most promising ones, extracted top-100 T ———
. . . . . . . . ...from Difflib char sequence matching 74,013 485,648
e Core assumption: workers are analyzing new information under time pressure; they are not making claims based on for human evaluation: .from BLEU similarity 58,198 371,560
. . . . . . . g . ...from Jaccard (word) similarity 1,340 3,711
prior knowledge of a particular topic, and they have minimal time to contemplate and refactor new knowledge that o 5 raters, each providing a score for the quality -{rom TF/IDF and cosine similarity iy
. . . . . . . ] ] o ] . ...from WordNet similarity - ;
they learn. Hence we assume that claims and associated evidence will be found close together in time and in space on of claim/evidence associations using 5-point
the computer screen. Likert scale. Score Description
o Compared human to computer scores - 2 Fair - some association but evidence does not match claim.
. 3 Good - associated sentences and weak claim/evidence.
S h t A I o A h pea rson CorrEIatlon Of O- 66- 4 Very good - looks likely that evidence matches claim.
. . . . 5 Excellent - evidence clearly matches claim.
creensnot Analysis Approac o Kappa analysis of inter-rater variation

showed good agreement for scores 1, 2 and 5.

. ScreenShOt Corpus COIlECted during 2014 LAS/CHASS inStrumentation experiment: O Rater Scores. | —Jaccard Similarity Score  ——Normalized Average Rater Score
[} [} [ ] [ ) * 1
o 150 participants (in 54 groups) performed a controlled analysis task... m 1/2 - Red | , |
{ o o [ o [ [ o ) [ ) T @ 0.8 - :
m ‘Which 3rd party candidate stands the highest chance of winning in the 2016 US Presidential Election? e oo | [N B w f
° ° . ° ° ° . . - ra y Stateful Jaccard . | - 406 E § 06
o Users wrote their report in TextEdit app, browsing for evidence in Safari. m 4/5 - Blue — 3 \/ //\M
= Stateless Jaccard _ 229 o 04 - 1 i 1
o 121,000 screenshots captured by OSXInstrumenter - : ;
. . . Percentage >
m Periodically every 10 seconds, and on mouse-click and Enter key-pressed events. : : :
. y . y ’ y p ¢ SOme hlgh Scorlng paIrS: B~ A~ N
e Key steps in algorithms, and approaches used::
° . ° . . & - e et ® Safari file Edit View History Bookmarks Window Help =« &t
o Active window detection and boundary detection - template matching from OpencCV. Claim Evidence m— A ] e o B
. . . . . In the 2012 election, John- The Johnson/Gray ticket re- g:ewm‘;““m,%;m““o’ym”iﬁ” T e S e T T A ] L e T S e s e L T T D
o Text extraction/OCR and segmentation - Tesseract and new sentence-length filtering algorithm. son. recetved almost 1% of - cetved 0.99% of the popular P
e popular vote, wnicn was 0o 1.2/ million votes, more | OF i i e
: : 1 : 1 : h h h hird h Il oth ] di- Akl 'l i e e st i bt b A bt |
o Sentence similari ty met hods - Char se quence ( Difflib ) , BLEU, Wo rd matchin g (J accard ) , TF / IDF, Wo rdNet. ;fr:; oS sosdseis Putersulliwidiec e T i e Sk
. . . He supports energy He is ﬁsca ] ly L EZE;ZZ;QQSL if"::"s(ifieciﬂ‘;’iﬂ:.nflgﬁ RS .. /ST ./ . ST
® TWO d Ig O rlt h m varid nts evd | U ated . exploration, gun rights, and socially libertarian, be- Biies e
. . . gay vrights, and a free lieving in energy exploration, "
o Stateless (claim and evidence are both in same screenshot e.g. example below) e i e, gy Hights: il &
o Stateful (evidence can occur in any screenshot prior to the claim being written in TextEdit). Wihen Liistivated Ljehthat  Eiow micng, peaples fuls ey
[ was voting for the lesser of were voting for the lesser of
two evils. two evils?
\ # TextEdit File Edit Format View Window Help © 0 &+ = 40 @& Thulo50AM Q ¢ Algorithm 1 Stateless Algorithm: extract claim-evidence pairs .
Canslohnson - Wikinadia . the free encyclopedia when they both occur in the same screenshot o SO me p ro b I e matlc cases:
" e .- rmre— 1: function FINDSTATELESSPAIRS(Screenshot s)
- se rart 1 - ° ° .
I s |( ) [ Hetvetica : [ Regular 2J12 [N (B BEE S (Lo li=~ ) = - i ﬁaézit;;lzn;ggfsel; s then O A: maXImIZEd WIndOW
g’.f:,:,u -ttt ~yHiico in his childhood. While a studenj«f the i Ll 4 Editor Boundary < extract boundary from s . .
Recentdl 1) | believe that the declared third party candidate for the 2016 U.S. p:rasidentlal election with the {by work 5: Browser Boundary < extract boundary from s O B . W ro n g a Ct | Ve Wl n d OW
Contach 9reatest probability of winning is Gary Johnson. 1o beco OSXInS trumen ter Icon 6: clatms < OCR on Editor Boundary . .
I 2) alieve tha 3ary . ohnson has the highast probabl { O winnin acause not on aig ne win the u for GD 7: 'd ‘(_ OCR B B d *
e liry ii?lﬂtm:mm :)“r:‘{r:l}::; :m‘;m mrz?% m::hn 'tpip;:{;{: L;;;”;Irm :m‘}lp:'i::'“l"'” m'i“ |1"(:”%yﬁ-}]:\:ll"; " rT @ Republican Party of New Mexico's gubernatorial p 8: E((;;l? eeilrz:(l:leilaim = clggmsrgqouser = O C * m u Itl p I e TEXt E d It
E}utljlrl‘: B T DY ORI W A S L R Ry D | his t , Joh b \ 9: for eaCh B’UZ.dBTLCE & evidences dO . L e
= g | u'l;::r;i';:)' ?::Lil?:”gso::;:?fr&d E;Yn:‘:;SiEZr:;ﬂ : ' 10: sim < similarity(claim, evidence) O D . h Ig h I Ig htS a n d S pe I I
due to his use of the gubernatorial veto 200 times - 11: if sim € [MIN, M AX]| then
1 Active Win dow sords for his use of veto and line-item veto I’ _ pairs.append(claim, evidence, sim) C h eC k ma ke O C R h a r‘d er
' ¥ governors combined,!*ll5] which gained him the ess ' 12: de;'ld if
: - \ ! 13:
I nd |Cat_(l ‘t? 20th Governor of New Mexico 14: endefl':)r .
-y R (| ¢ ” teoncentrated on the issue of school voucher ] .
: 2::::::| Use r S Cla I m egalization, and opposition to the War on Drugs. January 1, 1;;‘50?1.““” 1, 2003 12 ?elglll'fl pairs
Download ond term. As a fitness enthusiast known for his Lieutenant  Walter Bradloy 17: end function
P"”mmﬂ fen part in sq = E— — Preceded by Bruce King ° ° °
LANGUAGSS e AssOCi ated st sl Algorithm 2 Stateful Algorithm: extract claim-evidence pairs F u t u re Wo r k a n d P Ote n t I a I M I s S I O n I m p a Ct
;»“ Jiree ente e o Personal detake from different screenshots
u:f-.l;:. o EVIdence forn f:nr:;:": J:’;;;‘:"m 81) i functign FINDSTATEFULPAIRS(Screenshots S)
Doutsch L I from Web page Minot, North Dakota, U.S 2 pairs < empty set .
Espafiol | OUNCAC randidacy fo dent on April 21, 2011, as a Republican § Politioal party Republican Party 3: Sg < most recent editor .screenshot - - h f | 1 1 I
i emphasizing the United States public debt and a balanced budget through a 43% reduction of all [pgéral government i o 4  Sp « subset of S preceding sz e |nvesti gate argumen tation structure approacnes 10r better claim / evidence detection.
Frangals spending, protection of civil liberties, an immediate end to the War in Afghanistan and his a acy of the FairTax. On Libertarian Party 5 Editor Boundary < extract boundary from sg
0] December 28, 2011, after being excluded from the majority of the Republican Party's pse€ldential debates and failing to (since 2011) 6.  claims < OCR on Editor Boundary e |nvesti g ate more sentence simi Iarity app roache S - possi b Iy do c2vec an d fa sttext
"“"““: gain traction while campaigning for the New Hampshire primary, he withdrew hi ndidacy for the Republican nomination | Spouse(s) Dee Simms (1877-2006) i for each s € S B do :
LAlviesu nd d that h Id ' hi idential ' idate for th inati f the Lib ' Domestic Kate Prusack (flancée: 2009- 8: Browser Boundary <— extract boundary from s . .
B e e W [ -y —— L » Extract more context for evidence (maybe surrounding sentences).
Nom:bokmél California won the vice-presidential nomination. The Johnson/Gray ticket received 0,99% of the popular vote, amounting Asmameter  University of New Wexico, 10: for each claim € claims do . . . . . .
Palski to 1.27 million votes, more than all other minor candidates combined. This was the most successful result for a third party G 11: for each 6?)2'(.167.?,66. € evidences do ® Atte m pt m u It I _SO u rce a gg rega t I O n Of eVI d e n Ce _> C I Ose r tO u n d e rSta n d I n g I nte r p retat I O n S .
Portugués presidential candidacy since 2000. It was the best showing in the Libertarian Party's history by vote count.!'* Ftcllglo:m. m;:tr:r:“d. series on = Szm - Slmllaﬂt}’(cﬁima . 1 - 1 : 1 1
P———— Gary Johneon o). ) o i v e |nvestigate Convolutional Neural Nets for object detection and semantic analysis.
=i Our America Initiative - Political positions s ’ ’
Suomi 1 Early life and residential camoale 14: end if . . .
C— - ——— —— eul tor e Key long-term research question: can we build prototypes for analysts that perform
e/ ¢ Q .} Y B B 16: end for
&/ e/ = nedfor automated provenance gathering and maybe automated fact-checking / cross-reference /

19: end function

recommendation capabilities?



